FAMOC 5.2 FAMOC Privileges Guide
Privileges Privileges
MANAGEMENT Access to main MANAGEMENT tab
Device Access to Device management section
management
Monitoring Access to Monitoring tab
Devices Access to Devices tab
Show devices Possibility to view list of the devices
Add devices
Single Enrollment Possibility to add new device
Bulk enrollment
Automated
enrollment
Zero-touch Posibility to configure Zero-touch enroliment. Sub-
options include:
Add zero-touch
Edit zero-touch
Delete zero-touch
DEP Posibility to configure DEP enrollment. Sub-options
include:
Show DEP Server list
Add DEP Server
Edit DEP Server
Delete DEP Server
Renew DEP Server token
Synchronize DEP Server
KME Posibility to configure KME enroliment
Create entry Possibility to create device entries for later enroliment
Delete device Possibility to delete device
Switch user Possibility to change user of the device
Startup selected Possibility to generate startup code for the device
Switch SIM cards Possibility to change SIM card of the device
Detach from the group Possibility to detach device from the device group
Assign to group Possibility to assign device to the device group
Manage devices Access to actions that can be performed on device
Enterprise wipe Possibility to execute enterprise wipe operation
device




Wipe device

Possibility to execute wipe device operation

Mark as wiped

Possibility to execute mark as wiped operation

Lock device

Possibility to execute lock device operation

Reset lock code

Possibility to execute reset lock code operation

Report device as
stolen

Possibility to execute report device as stolen
operation

Get current
location

Possibility to retrieve current location of the device

Get device monitor
data

Possibility to get device monitor data

Generate and
install certificate

Possibility to execute generate and install certificate
operation

Remove stolen
status

Possibility to remove stolen status on device

Start remote
access

Possibility to start remote access

Restart device

Possibility to execute restart device operation

Display message

Possibility to send message to device

Wipe KNOX Possibility to execute wipe KNOX container operation
container

Enable logging Possibility to enable logging on device

Lock KNOX Possibility to execute lock KNOX container operation
container

Unlock KNOX Possibility to unlock KNOX container operation
container

Disable logging Possibility to disable logging on device

Reset KNOX Possibility to execute reset KNOX container lock code
container lock operation

code

Get device logs

Possibility to retrieve logs from device

Enable AfW profile

Possibility to enable AfW profile on device

Disable AfW
profile

Possibility to disable AfW profile on device

Enable Lost Mode

Possibility to enable Lost Mode on iOS superviced
devices

Disable Lost Mode

Possibility to disable Lost Mode on iOS superviced
devices

Locate lost device

Possibility to send location request on iOS devices
with enabled Lost Mode




Firmware update

Possibility to send request for firmware update
(Samsung E-FOTA)

Shutdown device

Possibility to send shutdown operation

Manage policies

Policies actions

Refresh general
policy

Possibility to refresh general policy

Refresh security

Possibility to refresh security policy

policy
Refresh knox Possibility to refresh KNOX policy
policy
Refresh AfW Possibility to refresh AfW policy
policy
Device details view Access to device details tab

Edit details Possibility to edit device details

Device status tab Access to Device status tab
Device part Access to device information section
Work profile Access to Work Profile status section

Notifications

Access to notifications section

Sync status

Access to Work Syncstatus section

Exchange proxy

Access to Work Exchange Proxy status section

Actions

Access to Device Actions

General tab Access to General tab
Applications tab Access to Applications tab
Logs tab Access to Logs tab
Show logs Possibility to view the device log list
Retry operation Possibility to retry operation
Cancel operation Possibility to cancel operation
Mark as Possibility to mark operation as successful
successful
Mark as failed Possibility to mark operation as failed
Groups tab Access to Groups tab

Locations tab

Access to Locations tab

Remote support

Access to remote support option

Remote Access

Possibility to view the screen of device

File manager

Access to file manager

Customize table view

Possibility to customize table view of the devices

Users

Access to Users tab

Show users

Possibility to view the list of the users

Add user

Possibility to add new user




Edit user data

Possibility to change user data

Delete user

Possibility to delete the user

Export users

Possibility to export users

Import users

Possibility to import users

Startup selected

Possibility to generate startup code for the user

Lock/unlock user

Possibility to lock/unlock user from the table view

Assign role

Possibility to assign role to the user

Assign to group

Possiblity to assign user to the group

Detach the role

Possiliby to detach the role from the user

Detach from the group

Possibility to detach user from the group

Change password

Possibility to change password of the user

Set password
expiration date

Possibility to force password change on the user

Lock user

Possibility to lock user

Unlock user

Possibility to unlock user

Customize table view

Possibility to customize table view of the users

Applications

Access to Applications tab

Show applications

Possibility to view list of applications

Install application

Possibility to install application on device

Run application

Possibility to run application on device

Uninstall application

Possibility to uninstall application from device

Delete application

Possibility to delete application

Create application

Possibility to create application

Create in-house
application for
other platforms

Possibility to add custom application for other
platforms

Create Android Possibility to add application for Android
application
Add from Google Possibility to add application from Google Play
Play
Add in-house Possibility to add in-house application for Android
application
Create Apple Possibility to add application for Apple devices
application

Add from iTunes

Possibility to add application from iTunes

Add in-house
application

Possibility to add in-house application for Apple
devices

Update application

Possibility to change application details




Change application
group

Possibility to change application group

Assign platforms

Possibility to assign platform to application

Detach platforms

Possibility to detach platform from application

Create quick action

Possibility to create action from app installation
operation

Customize table view

Possibility to customize table view of the applications

Configurations

Access to configurations

Show configurations

Possibility to view list of configurations

Apply configuration

Possibility to apply configuration on device

Remove configuration

Possibility to send remove configuration operation on
device

Logs Access to Logs tab
Show logs Possibility to view list of operations on logs tab
Retry operation Possibility to retry operation
Cancel operation Possibility to cancel operation
Mark as successful Possibility to mark operation as successful (eg in
Maintenance mode or Recovery mode)
Mark as failed Possibility to mark operation as failed (eg in
Maintenance mode or Recovery mode)
Customize table view Possibility to customize table view of the logs
Locations Access to Locations tab

Show locations

Possibility to view the list of the locations

Customize table view

Possibility to customize table view of the locations

User profile

Access to Profile tab

Show user profile

Possibility to view user profile data

Edit user profile

Possibility to edit user data

Organization

Access to Organization settings tab

settings
Preview Possibility to view organization settings data
organization
details
Edit organization Possibility to edit organization settings
settings

License status

Possibility to view license status

i0S

Access to iOS tab

DEP

Show DEP Server
list

Posibility to configure DEP enroliment.




Add DEP Server

Edit DEP Server

Delete DEP Server

Renew DEP Server
token

Synchronize DEP
Server

APNs

Access to APNs settings tab

View APNs Possibility to view APNs certificate details
certificate
Edit APNs Possibility to change APNs certificate
certificate
Delete APNs Possibility to delete APNs certificate
certificate
Notification Access to Notifications tab
settings
Preview notifications Possibility to view alert types and their priorities
settings
Edit notifications Possibility to choose alert types and set their priorities
settings
Android Access to Android tab
Managed GooglePlay Possibility to configure Managed GooglePlay
Account
Enroll MGP and
manage apps
Manage apps
Unenroll MGP
Zero-touch Possibility to configure Zero-touch account
Add zero-touch
Edit zero-touch
Delete zero-touch
KME Possibility to configure Samsung KME enrollment
Samsung Enterprise Acess to Samsung E-FOTA tab
FOTA
Show settings Possibility to view E-FOTA details
Edit settings Possibility to change E-FOTA details
Notifications Access to notifications content
Read alerts Possibility to view alerts
Read news Possibility to view the news

Manage alerts

Possibility to mark alerts as read, ignored or fixed




ADVANCED Access to ADVANCED tab
Dashboard Access to Dashboard tab
Devices Access to Devices tab

Add device

Possibility to add device (open edit form)

Remove device

Possibility to remove device

Import devices

Possibility to import devices from file

Edit device

Possibility to edit device details (open edit form)

Switch user

Possibility to switch user of the device (both on list
and edit form)

Device edit tabs

Access to edit device tabs

Details tab

Access to Device details tab

SIM card tab

Access to SIM card tab

Custom fields tab

Access to Custom fields tab

Device groups tab

Access to Device groups tab

Device export

Possibility to export devices

Device preview

Shows device details without possibility to perform
any action on it

Device details tabs

Access to Device details tabs (for both - preview and
manage device view)

Device details tab

Access to Device details tab

Applications tab

Access to Applications tab where all device
applications (installed on device, compatible or
available in store) are listed

Users tab Access to Users tab where device users history is
listed
Agents tab Access to Agents tab where information about
installed / available agents is available
Policies tab Access to Policies tab where information about
device policies and configurations are listed
Log tab Access to Log tab where all device operations are
listed
Log export Possibility to export logs
Alerts tab Access to Alerts tab where all device alerts are listed
Unread Access to Unread tab
Read Access to Read tab
Ignored Access to Ignored tab
Resolved Access to Resolved tab
Security tab Access to Security tab where security features can be

performed on device




Location tab

Access to Location tab where device locations are
listed (in addition tab is visible only if device has
reported some locations)

Location list

Possibility to view list of locations

Location export

Possibility to export locations

Backup tab

Access to Backup tab where backup/ restore can be
performed on device

SIM Cards tab

Access to SIM cards tab where active sim card and
sim cards history is presented

Device monitor tab

Access to Device monitor tab where device monitor
sessions are stored

Repairs tab

Access to Repairs tab where repair can be reported

Usage data tab

Access to Usage tab where Usage monitor data are
stored

Usage data export

Possibility to export usage data

Manage devices

Shows device details with possibility to perform
actions onit

Install update

Possibility to install firmware update

Install/uninstall agents

Possibility to install/uninstall agents on Agents tab in
user details page

Run agents

Possibility to Run agents from Agents tab.

Reboot device

Possibility to Reboot device (available only for some
platforms)

Wipe device

Possibility to wipe device from Security tab

Report device as stolen
(incl.Wipe)

Possibility to report device as stolen from Security tab

Managing backup
items

Possibility to manage device backup items from
Backup tab

Backup selected

Possibility to run backup of the selected items

Restore selected

Possibility to restore selected backup items

Data import from
another device

Possibility to import data from another device

Add backup item

Possibility to add backup item

Edit backup item

Possibility to edit settings of the backup item

Preview backup
item

Possibility to preview settings of the backup item

Delete backup
item

Possibility to delete backup item

Backup item
summary

Possibility to view the summary of the performed
backups




Managing repairs

Possibility to manage repairs on Repairs tab

Lock device

Possibility to lock device from Security tab

Unlock device

Possibility to unlock device from Security tab

Generate and install
certificate

Possibility to generate and install CA certificates from
Security tab

Revoke the certificate

Possibility to revoke CA certificate from Security tab

Renew the certificate

Possibility to renew CA certificate from Security tab

Mark as wiped

Possibility to mark device as wiped (clear device data
in FAMOC) from Security tab

Get device monitor data

Possibility to manually invoke device monitor on
Device Monitor tab

Get current location

Possibility to manually invoke retrieving location on
Location tab

Get usage monitor data

Possibility to manually invoke retrieving usage data on
Usage data tab

Reinstall all
applications

Possibility to reinstall all installed applications on
Applications tab

Install application

Possibility to install applications on Applications tab

Uninstall application

Possibility to uninstall applications on Applications
tab

Delete application

Possibility to delete applications on Applications tab

Run application

Possibility to run applications on Applications tab

Reinstall configuration

Possibility to reinstall configurations on Policies tab

Uninstall configuration

Possibility to uninstall configurations on Policies tab

Manage device alerts

Mark as unread

Possibility to mark device alert as unread

Mark as read

Possibility to mark device alert as read

Mark as ignored

Possibility to mark device alert as ignored

Mark as resolved

Possibility to mark device alert as resolved

Fix this action

Possibility to view actions on alert

Alerts export

Possibility to export alerts

Usage monitor - show
SMS content

Possibility to view the content of the reported SMS

Usage monitor -
download the call

Possibility to download the voice call

Device logs
management

Possibility to start/stop logging on device, retrieve
logs from device

Get call recorder data

Possibility to retrieve call recorder data

Disable AfW profile

Possibility to disable AfW profile on device




Enable AfW profile

Possibility to enable AfW profile on device

Enable Lost Mode

Possibility to enable Lost Mode on iOS superviced
devices

Disable Lost Mode

Possibility to disable Lost Mode on iOS superviced
devices

Locate lost device

Possibility to send location request on iOS devices
with enabled Lost Mode

Shutdown the device

Possibility to send shutdown operation

Device Enrollment

Possibility to generate startup code for the selected
devices

SIM cards

Access to SIM cards tab

Add SIM card

Possibility to add sim card (open edit form)

Import SIM card

Possibility to import sim cards from file

Delete SIM card

Possibility to delete sim card from FAMOC

Export SIM cards

Possibility to export list of SIM cards

Insert SIM card

Possibility to insert sim card to device

Edit SIM card

Possibility to edit sim card data (open edit form)

Switch user

Possibility to switch user of the sim card (both on list
and edit form)

Remove SIM card

Possibility to remove sim card from device

SIM card preview

Possibility to view sim card details without possiblity
to edit them

SIM card details
tabs

Access to SIM card details tabs

Users tab

Access to Users tab with SIM card users history

Phones tab

Access to Phones tab with SIM card devices history

Config center

Access to Config center tab

Agents tab

Access to Agents tab

Add agent

Possibility to add agent from Agents tab

Edit agent

Possibility to edit agent details from Agents tab

Remove agent

Possibility to remove agent from Agents tab

Upgrade agent on
device

Possibility to upgrade agent on device from Agents
tab

Get device monitor data

Possibility to get device monitor data from Agents tab

Configure agent

Possibility to configure agent from Agents tab

Install agents

Possibility to install / uninstall agents from Agents
tab

Applications tab

Access to Applications tab

Add application

Possibility to add application (open edit form)




Remove application

Possibility to remove application

Edit application

Possibility to edit application (open edit form)

Run application

Possibility to run application from the application list

Install application

Possibility to install application on devices from the
application list

Uninstall application

Possibility to uninstall application on devices from the
application list

reporting (phones with
an application)

Shows on which devices this app is installed

Show licenses

Shows licenses tab on application edit form

License upload

Possibility to upload license file on application edit
form

Create quick action

Possibility to create install action of the specific app

Corporate store
tab

Access to Corporate store tab

Add corporate store

Possibility to add corporate store (open edit form)

Edit corporate store

Possibility to edit corporate store (open edit form)

Remove corporate
store

Possibility to remove corporate store from the list

Preview corporate store

Possibility to view corporate store details without
possibility to edit them

Configurations tab

Access to Configurations tab

Add configuration

Possibility to add configuration (open edit form)

Delete configuration

Possibility to delete configuration

Edit configuration

Possibility to edit configuration (open edit form)

Send configuration

Possibility to send configuration from the list

Create quick action

Possibility to create install action of the specific
configuration

Messages tab

Access to Messages tab

Add message

Possibility to create message (sms or push)

Delete message

Possibility to delete message

Edit message

Possibility to edit message details (open edit form)

Send message

Possibility to send message to devices from the list

Backup pattern tab

Access to Backup pattern tab

Add backup pattern

Possibility to create backup pattern (open edit form)

Delete backup pattern

Possibility to delete backup pattern

Edit backup pattern

Possibility to edit backup pattern (open edit form)

Send backup pattern

Possibility to send backup pattern to devices from the
list




Packages tab

Access to Package tab

Add package

Possibility to create package (open edit form)

Delete package

Possibility to delete package

Edit package

Possibility to edit package (open edit form)

Send package

Possibility to send package to devices from the list

Sets of packages
tab

Access to Sets of packages tab

Add set of packages

Possibility to create set of packages (open edit form)

Delete set of packages

Possibility to delete set of packages

Edit set of packages

Possibility to edit set of packages (open edit form)

Send set of packages

Possibility to send set of package to devices from the
list

Remote Access to Remote access tab
access
Remote Access Access to middle pane with screen of the device on
main window the Remote Access session view
File manager Access to File manager pane (right pane) on the
Remote Access session view
Device monitor Access to Device monitor page (left pane) on the
Remote Access session view
Log Access to Log tab
Cancel operation Possibility to Cancel operation
Retry operation Possibility to Retry operation
Log export Possibility to export logs
Mark as Possibility to mark operation as successgul (eg
successful Maintenance mode or Recovery mode)
Mark as failed Possibility to mark operation as failed (eg
Maintenance mode or Revocery mode)
Location Access to Location tab
Location list Possibility to view list of locations
Location export Possibility to export locations
Alerts Access to Alerts tab
Unread Access to Unread tab
Read Access to Read tab
Ignored Access to Ignored tab
Resolved Access to Resolved tab

Manage alerts

Mark as unread

Possibility to mark alert as unread

Mark as read

Possibility to mark alert as read




Mark as ignored

Possibility to mark alert as ignored

Mark as resolved

Possibility to mark alert as resolved

Fix this action

Possibility to view action on alert

Alerts export

Possibility to export list of alerts

Settings

Access to Settings tab

Policies

Access to Policies tab

General policies
settings

Access to General policies settings tab

Remote access

Possibility to enable/disable remote access services

services

Call recorder Possibility to enable/disable call recorder services
services

Backup policy Access to Backup policy tab

settings

Location services

Possibility to enable/disable location services

Usage monitor

Possibility to enable/disable usage monitor services

services

Add policy Possibility to create policy (open edit form)
template

Edit policy Possibility to edit policy settings (open edit form)
template

Delete policy Possibility to delete policies

template

Show policy status Possibility to view the policy status summary
Send policy Possibility to send policy to devices from the list

Policy preview

Shows policy details without possibility to edit them

Security restrictions
settings

Access to Security restrictions settings tab

Add security
restrictions

Possibility to add security restrictions

Edit security
restrictions

Possibility to edit security restrictions

Delete security
restrictions

Possibility to delete security restrictions

Show security
restrictions status

Possibility to view the security restrictions status
summary

Send policy

Possibility to send policy to devices from the list

Policy preview

Shows policy details without possibility to edit them

KNOX policies settings

Access to KNOX policies settings tab




Add KNOX policy

Possibility to create KNOX policy (open edit form)

template

Edit KNOX policy Possibility to edit KNOX policy (open edit form)
template

Delete KNOX Possibility to delete KNOX policy

policy template

Show KNOX policy
status

Possibility to view the KNOX policy status summary

Send KNOX policy

Possibility to send policy to devices from the list

KNOX policy Shows policy details without possibility to edit them
preview

Work profile settings Acess to Work profile settings tab
Send policy Possibility to send policy to devices from the list

Delete work profile
settings

Possibility to delete work profile policy

Edit work profile
settings

Possibility to edit work profile policy (open edit form)

Policy preview

Shows policy details without possibility to edit them

Show work profile
status

Possibility to view the work profile policy status
summary

Add work profile
settings

Possibility to create work profile policy (open edit
form)

Alerts

Access to Alerts tab

Blacklist Access to Blacklisted applications tab
Add blacklisted Possibility to create list of blacklisted applications
application (open edit form)
Edit blacklisted Possibility to edit list of blacklisted applications (open
application edit form)
Delete application Possibility to delete application from the blacklist
from blacklist
Whitelisted Access to Whitelisted applications tab
applications
Add whitelist Possibility to create whitelist (open edit form)
Edit whitelist Possibility to edit whitelist (open edit form)

Delete whitelist

Possibility to delete whitelist

Add application to
whitelist

Possibility to add application to the whitelist

Alert forwarding

Access to Alert forwarding tab

Add forwards

Possibility to create destination (open edit form)

Edit forwards

Possibility to edit destination (open edit form)




Delete forwards

Possibility to delete destination

Alert types

Access to Alert types tab

Servers settings

Access to Servers settings tab

Add new servers

Possibility to create new external server (open edit
form)

Remove servers

Possibility to remove external server

Request
synchronization

Possibility to invoke server synchronization from the
list

Change server settings

Possibility to edit external server details (open edit
form)

Devices list with CA
certificates

Shows list of devices with CA certificates generated
from specific CA server

System advanced

Access to System advanced tab

Startup settings

Access to Startup tab with settings of the startup
page

Custom fields

Access to Custom fields tab where custom fields for
device, user, group or sim card can be managed

Add custom fields

Possibility to create custom field for devices, sim
cards, users or groups (open edit form)

Edit custom fields

Possibility to edit custom field (open edit form)

Delete custom
fields

Possibility to delete custom field

Reference policies

Access to Reference policies tab

Work profile settings

Access to Work profile settings tab

Knox Mobile Enrollment

Access to Knox Mobile Enroliment tab

settings

Samsung E-FOTA Access to Samsung E-FOTA tab

settings

Configuration types tab Access to Configuration types tab where custom

configuration types can be created

Add configuration
type

Possibility to create custom configuration type (open
edit form)

Add group of
configuration
types

Possibility to create group of configuration types
(open edit form)

Edit configuration
type

Possibility to edit custom configuration type (open
edit form)

Save as existing
configuration type

Possibility to create new custom configuration type
based on existing one

Remove
configuration type

Possibility to remove custom configuration type




Add parameter

Possibility to add parameter to the custom
configuration type

Delete parameter

Possibility to delete parameter from the custom
configuration type

Add parameter
value

Possibility to add parameter value to the custom
configuraion type

Delete parameter
value

Possibility to delete parameter value from the custom
configuration type

Preview of
configuration type

Shows custom configuration type details without
possibility to edit them

Organization

Access to Apple certificate tab where APNS

certificates certificate can be uploaded
Add organization Possibility to add generate APN certificate for
certificate organization
Edit organization Possibility to edit APN certificate
certificate
Delete oranization Possibility to delete APN certificate
certificate

VPP settings Possibility to set VPP authentication token
VPP vodes Possibility to deactive VPP codes

deactication

iOS DEP Settings

Access 1o i0S DEP settings tab

Apple Configurator

Access to Apple Configurator tab

Exchange proxy

Access to Exchange proxy tab where proxy to
Exchange can be defined

Add forwarding

Possibility to create forwarding address (open edit

address form)
Edit forwarding Possibility to edit forwarding address data (open edit
address form)

Delete forwarding
address

Possibility to delete forwarding address

Devices Whitelist

Possibility to define list of whitelisted devices (used in
Exchange proxy policy that allows access for
whitelisted devices)

External compliance
checker

Access to External compliance checker tab

Add compliance
checker

Possibility to create compliance checker instance

Edit compliance
checker

Possibility to change compliance checker instance
details




Delete compliance
checker

Possibility to delete compliance checker instance

Manage application
groups

Access to Manage application groups tab

Add application
group

Possibility to create group of applications

Edit application
group

Possibility to edit group of applications name

Delete application
group

Possibility to delete application group name

Device recognition

Access to Device recognition exceptions tab

exceptions
Add exception Possibility to create exception of the device
recognition
Edit exception Possibility to edit existing exception
Delete exception Possibility to delete existing exception
TUV AppChecker Access to TUV AppChecker tab (available only if

Webroot not included in license

TUV AppChecker
account
management

Possibility to change TUV AppChecker account data

Device groups

Access to Manage device groups tab

Add device group

Possibility to create device group and assign it to
devices

Edit device group Possibility to edit device group
Delete device Possibility to delete device group
group

Device groups
import

Possibility to import device groups

Reports

Access to Reports tab

FAMOC reports

Access to FAMOC reports

Device inventory

Access to Device inventory tab

Device security

Access to Device security tab

Current device status

Access to Current device status tab

Alerts & notifications

Access to Alerts & notifications tab

Usage monitor data

Access to Usage monitor data tab

SIM card inventory

Access to SIM card inventory tab

User inventory

Access to User inventory tab

Billings

Access to Billings tab

Pakk statistics

Access to Pakk ststistics tab




Server diagnostics

Access to Server diagnostics tab

Location

Access to Location tab

User activity

Access to User activity tab

Report export

Possibility to export report

Generate report

Possibility to generate report

Add schedule

Possibility to add report schedule

Delete schedule

Possibility to delete report schedule

Schedule list

Possibility to view report schedule list

ORGANIZATIO
N

Access to ORGANIZATION tab

Users

Access to Users tab

Add user

Possibility to create user (open edit form)

Delete user

Possibility to delete user

Edit user data

Possibility to edit user data (open edit form)

Import users

Possibility to import users from file

User details tabs

Access to user details tabs (both on edit page and
preview)

Details tab

Access to User details tab

Groups tab

Access to Groups tab where user can be assigned to
groups

Roles tab

Access to Roles tab where roles can be assigned to
user

WLAN Access tab

Access to WLAN tab

APN configuration tab

Access to APN configuration tab

Applications tab

Access to Applications tab

Certificates tab

Access to Certificates tab

Custom fields tab

Access to Custom fields tab

Startup selected

Possibility to generate startup code for the user

User export

Possibility to export users data in form of .csv or .txt
file

Org. details

Access to Org. details tab where organization settings
can be edited

User details

Access to User details tab where main user settings
can be edited

Groups

Access to Groups tab where user groups can be
managed

Add group

Possibility to create group (opens edit form)

Edit group

Possiblity to edit existing group (opens edit form)




Group data edit

Possibility to change details about the user group

Group edit tabs

Access to tabs on group edit page

Users tab

Access to Users tab

Roles tab

Access to Roles tab

Delete group

Possibilityu to delete selected group

Import groups

Possibility to import group of users

Imports Access to Imports tab
Delete user Possibility to delete users imported from LDAP/AD
imported from directly from the server list
LDAP
Delete groups Possibility to delete groups imported from LDAP/AD
imported from directly from the server list
LDAP
Synchronize now Possibility to synchronize external server from the list
Stop Possibility to stop synchronization of the external
synchronization server from the list
Edit import Possibility to edit external server data (LDAP/AD)
settings
Add LDAP/AD Possibility to create external server (LDAP/AD)
server
Remove LDAP Possibility to remove external server (LDAP/AD)
server
Delete devices Possibility to delete devices imported from LDAP/AD
imported from
LDAP
New import Possibility to create new import from file
New schema Possibility to create new import schema of the import
from file
Schema preview Possibility to view import schema details without
possibility to edit them
Source file preview Possibility to view source of the imported file
Import preview Possibility to view import details
Import Possibility to perform import
Remove import Possibility to remove import
Remove schema Possiblity to remove import schema
Dictionaries Access to Dictionaries tab
Roles Access to Roles tab
Add role Possibility to create role
Add group Possibility to create group manager role

manager role




Role preview Possibility to preview role details
Edit role Possibility to change role details
Remove role Possibility to remove role

Web Services

Role used for access to FAMOC data using FAMOC
web services

Devices

Give access to specified FAMOC data using FAMOC
web services

Device details

Give access to specified FAMOC data using FAMOC
web services

Samsung KNOX
device details

Give access to specified FAMOC data using FAMOC
web services

Available custom
fields

Give access to specified FAMOC data using FAMOC
web services

Start device Give access to specified FAMOC data using FAMOC
backup web services
Device's restore Give access to specified FAMOC data using FAMOC
points web services
Start device Give access to specified FAMOC data using FAMOC
restore web services
List of available Give access to specified FAMOC data using FAMOC
applications web services
List of compatible Give access to specified FAMOC data using FAMOC
applications web services
Corporate store Give access to specified FAMOC data using FAMOC
applications web services
List of KNOX Give access to specified FAMOC data using FAMOC
applications web services

Application icon

Give access to specified FAMOC data using FAMOC
web services

Application license

Give access to specified FAMOC data using FAMOC
web services

List of compatible
configurations

Give access to specified FAMOC data using FAMOC
web services

List of available
configurations

Give access to specified FAMOC data using FAMOC
web services

Device monitor
data

Give access to specified FAMOC data using FAMOC
web services

Installation of the
application on
device

Give access to specified FAMOC data using FAMOC
web services




Start application
on device

Give access to specified FAMOC data using FAMOC
web services

Start removal of
the application
from device

Give access to specified FAMOC data using FAMOC
web services

Wipe device

Give access to specified FAMOC data using FAMOC
web services

Mark device as
stolen

Give access to specified FAMOC data using FAMOC
web services

Lock device

Give access to specified FAMOC data using FAMOC
web services

Restart device

Give access to specified FAMOC data using FAMOC
web services

Reset lock code

Give access to specified FAMOC data using FAMOC
web services

Run device Give access to specified FAMOC data using FAMOC
monitor web services
Lock KNOX Give access to specified FAMOC data using FAMOC
container web services
Unlock KNOX Give access to specified FAMOC data using FAMOC
container web services
Wipe KNOX Give access to specified FAMOC data using FAMOC
container web services

Enterprise wipe

Give access to specified FAMOC data using FAMOC
web services

Activate KNOX
container

Give access to specified FAMOC data using FAMOC
web services

Send configuration

Give access to specified FAMOC data using FAMOC
web services

Removal of the
configuration

Give access to specified FAMOC data using FAMOC
web services

Available backup
item types for

Give access to specified FAMOC data using FAMOC
web services

device
Send SMS Give access to specified FAMOC data using FAMOC
message web services

Add device by IMEI

Give access to specified FAMOC data using FAMOC
web services

Run backup of
selected items on
the device

Give access to specified FAMOC data using FAMOC
web services




Run device restore
by IMEI

Give access to specified FAMOC data using FAMOC
web services

Device wipe by
IMEI

Give access to specified FAMOC data using FAMOC
web services

List of the device
restore points

Give access to specified FAMOC data using FAMOC
web services

Status of the
device activation

Give access to specified FAMOC data using FAMOC
web services

Status of the
device activation
by IMEI

Give access to specified FAMOC data using FAMOC
web services

Operation details

Give access to specified FAMOC data using FAMOC
web services

List of the device
models

Give access to specified FAMOC data using FAMOC
web services

List of the
platforms

Give access to specified FAMOC data using FAMOC
web services

Bootstrap device

Give access to specified FAMOC data using FAMOC
web services

Binary content of
the files

Give access to specified FAMOC data using FAMOC
web services

Device history for
a given IMEI

Give access to specified FAMOC data using FAMOC
web services

Installation of the
package set

Give access to specified FAMOC data using FAMOC
web services

Allow defining a
folder backup
pattern

Give access to specified FAMOC data using FAMOC
web services

List of folder
backup patterns

Give access to specified FAMOC data using FAMOC
web services

List of available
folders for backup
on a device

Give access to specified FAMOC data using FAMOC
web services

Refresh of the
backup accessible
folders list

Give access to specified FAMOC data using FAMOC
web services

Request current
location

Give access to specified FAMOC data using FAMOC
web services

List of reported
locations

Give access to specified FAMOC data using FAMOC
web services




List of reported
locations from
organization

Give access to specified FAMOC data using FAMOC
web services

Device expense
details for a given
day

Give access to specified FAMOC data using FAMOC
web services

Device expense
details in
organization

Give access to specified FAMOC data using FAMOC
web services

Organization ID

Give access to specified FAMOC data using FAMOC
web services

Add device

Give access to specified FAMOC data using FAMOC
web services

Add device group

Give access to specified FAMOC data using FAMOC
web services

Remove device

Give access to specified FAMOC data using FAMOC

group web services
List of the device Give access to specified FAMOC data using FAMOC
groups web services

Delete device

Give access to specified FAMOC data using FAMOC
web services

Assign device
group to the policy

Give access to specified FAMOC data using FAMOC
web services

Detach device
group from the
policy

Give access to specified FAMOC data using FAMOC
web services

Assign device to
device group

Give access to specified FAMOC data using FAMOC
web services

Detach device
from the device

group

Give access to specified FAMOC data using FAMOC
web services

Status of the
policies assigned
to the device

Give access to specified FAMOC data using FAMOC
web services

Verification if
device meet policy
criteria

Give access to specified FAMOC data using FAMOC
web services

Users

Give access to specified FAMOC data using FAMOC
web services

Authenticate the
user

Give access to specified FAMOC data using FAMOC
web services




Authenticate the
device

Give access to specified FAMOC data using FAMOC
web services

User details based
on user's phone
number

Give access to specified FAMOC data using FAMOC
web services

User details

Give access to specified FAMOC data using FAMOC
web services

Available user
groups

Give access to specified FAMOC data using FAMOC
web services

Available users

Give access to specified FAMOC data using FAMOC
web services

Password change

Give access to specified FAMOC data using FAMOC
web services

Add user

Give access to specified FAMOC data using FAMOC
web services

Assign group to

Give access to specified FAMOC data using FAMOC

the user web services
Remove user from Give access to specified FAMOC data using FAMOC
a group web services

Assign role to the
user

Give access to specified FAMOC data using FAMOC
web services

Remove role from
a user

Give access to specified FAMOC data using FAMOC
web services

Remove the user

Give access to specified FAMOC data using FAMOC
web services

List of the users
from organziation

Give access to specified FAMOC data using FAMOC
web services

Remove user from
the organization

Give access to specified FAMOC data using FAMOC
web services

Add user group

Give access to specified FAMOC data using FAMOC
web services

Remove group
from the
organization

Give access to specified FAMOC data using FAMOC
web services

List of the user
groups from the
organization

Give access to specified FAMOC data using FAMOC
web services

Assign group to
the policy

Give access to specified FAMOC data using FAMOC
web services

Remove group
from the policy

Give access to specified FAMOC data using FAMOC
web services




List of the user
custom fields

Give access to specified FAMOC data using FAMOC
web services

Add user custom

Give access to specified FAMOC data using FAMOC

field value web services

Add PKCS#12 Give access to specified FAMOC data using FAMOC
certificate web services

Remove PKCS#12 Give access to specified FAMOC data using FAMOC
certificate web services

PKCS#12 Give access to specified FAMOC data using FAMOC
certificate file web services

name

SIM cards

Give access to specified FAMOC data using FAMOC
web services

Add SIM cards

Give access to specified FAMOC data using FAMOC
web services

Delete SIM cards

Give access to specified FAMOC data using FAMOC
web services

List of the SIM
cards in
organization

Give access to specified FAMOC data using FAMOC
web services

Insert SIM card
into the device

Give access to specified FAMOC data using FAMOC
web services

Remove SIM card
from the device

Give access to specified FAMOC data using FAMOC
web services

Organization
s

Give access to specified FAMOC data using FAMOC
web services

Add organizations

Give access to specified FAMOC data using FAMOC
web services

List of the Give access to specified FAMOC data using FAMOC
organizations web services

List of the Give access to specified FAMOC data using FAMOC
available web services

languages

Assign role to the
organization

Give access to specified FAMOC data using FAMOC
web services

Remove role from
the organization

Give access to specified FAMOC data using FAMOC
web services

Add license for the
organization

Give access to specified FAMOC data using FAMOC
web services




List of the
organization's
licenses

Give access to specified FAMOC data using FAMOC
web services

Extend Give access to specified FAMOC data using FAMOC
organization web services

privileges

Remove license Give access to specified FAMOC data using FAMOC
from the web services

organization

Remove Give access to specified FAMOC data using FAMOC

organization

web services

Create user's

Give access to specified FAMOC data using FAMOC

session web services

Policies Give access to specified FAMOC data using FAMOC
web services

Policies list Give access to specified FAMOC data using FAMOC
web services

Policy details Give access to specified FAMOC data using FAMOC
web services

Security policies Give access to specified FAMOC data using FAMOC
list web services

Security policy Give access to specified FAMOC data using FAMOC
details web services

KNOX policies list Give access to specified FAMOC data using FAMOC
web services

KNOX policy Give access to specified FAMOC data using FAMOC
details web services

Policy status Give access to specified FAMOC data using FAMOC
web services

Detailed policy Give access to specified FAMOC data using FAMOC
status web services

BYOD policies list Give access to specified FAMOC data using FAMOC
web services

BYOD policy Give access to specified FAMOC data using FAMOC
details web services

Roles Give access to specified FAMOC data using FAMOC

web services

Global roles list

Give access to specified FAMOC data using FAMOC
web services

Organization roles
list

Give access to specified FAMOC data using FAMOC
web services




Reports

Give access to specified FAMOC data using FAMOC
web services

Report list

Give access to specified FAMOC data using FAMOC
web services

Generate report

Give access to specified FAMOC data using FAMOC
web services

Generate report
with parameters

Give access to specified FAMOC data using FAMOC
web services




