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Android Enterprise Zero-Touch integration guide

1- What is Android Enterprise zero-touch?

Android Enterprise zero-touch allows enterprise to enroll company's devices
to an EMM system without a necessity of going through the manual
enrollment procedure. Android Enterprise zero-touch integration with
Essentials MDM gives a possibility to auto-enroll all devices with Android 8
and newer.

For more information visit Android Enterprise zero-touch page:
https://www.android.com/enterprise/management/zero-touch/

2- Integrating Essentials MDM Server with zero-touch service

In order to be able to use Essentials MDM zero-touch integration, Essentials
administrators have to integrate and authorize the whole Essentials MDM
Server machine to appropriate Enterprise Google API. As an Essentials
administrator you will require:

e SSH access to your Essentials application machine
e Google account

2.1 Create Google Developer Project

Using your Google account login to Google’s Developer Console -
https://console.developers.google.com

Once logged in, create a new project. It will contain all zero-touch settings
for this Essentials MDM Server integration, including appropriate
credentials.

Select from TecusTERCOM NEW PROJECT

Q, search projects and folders

RECENT ALL

Name ]
v §*  MyProject 70234 @

$*  MyProject29015 @

B techstep.com @

$* TECHSTEF @ famoc-32004

CANCEL OPEN
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Choose a name for your project. That will help you identify it in the future.
When the notification icon indicates that the project is ready - you're all set
to enabling Enterprise API.

2.2 Enable Enterprise API

Make sure that you've selected your project, and then select from the right
side menu Library or click “ENABLE APIS AND SERVICES”

API APIs & Services

<3  Enabled APIs & services

i Library
O Credentials
i OAuth consent screen

S Page usage agreements

In order to support zero-touch, the Google Project that you just created,
needs the following API to be enabled:

e Android Device Provisioning Partner API
(Service name: androiddeviceprovisioning.googleapis.com)

Search and choose this APl from Google’s library and then click “ENABLE”.

& Product details

Android Device Provisioning Partner API

Google

Automates Android zero-touch enrollment for device resellers, customers,
and EMMs

EZER «mswe

OVERVIEW DOCUMENTATION
Overview
Automates Android zero-touch enrollment for device resellers, customers, Additional details
and EMMs
Type: SaaS & APIs
About Google Last updated /22

n . ' : Mobile
Google's mission is to organize the world's information and make it Catagory; Mot

universally accessible and useful. Through products and platforms like Service name: androiddeviceprovisioning.googleapis.com
Search, Maps, Gmail, Android, Google Play, Chrome and YouTube, Google
plays a meaningful role in the daily lives of billions of people.

2.3 Configure API Credentials
Essentials zero-touch Integration uses OAuth 2.0 credentials for
authentication and authorization. In this step we'll setup this method.
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2.3.1 Configure OAuth Consent screen

Make sure that you've selected your project, and then select from the right

side menu OAuth consent screen.
API APIs & Services

¢  Dashboard

i Library
O Credentials

OAuth consent screen
= Domain verification

Sa  Page usage agreements

This OAuth consent screen will be presented to an administrator that is
adding a zero-touch account to an organization in Essentials MDM. First you
will have to choose between Internal (Only users from your organisation) or
External (Any user with Google account) user type.

Fill appropriate information accordingly, paying extra attention to fields:

e Application name (required)

¢ Support e-mail (required)

e Authorized domains (required) - it has to be top level domain on which your
Essentials MDM Server is hosted (e.g. if machine is hosted on
‘emm.company.com’, the top level domain will be ‘company.com’

» Application logo (optional) required if you want to use the logo, otherwise -
optional

e Application Homepage link, Application Privacy Policy link

OAuth consent screen

About the consent screen

t screen tells y
 azking

Application type
Public OAuth verification

@ Internal

Application name Your app displays an icon on its OAut
TECHSTEP Your app hess le

Application logo

icon.png Browse

&

J

Support email

OAuth grant limits
support@techstep.no Token grant rate
Scopes for Google APls
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When configured, click SAVE at the bottom of the page

2.3.2 Configure OAuth client ID

Once you've configured OAuth consent screen you can generate
credentials for your Essentials MDM Server. Make sure that you've selected
your project, and then select from the right side menu Credentials.

API APIs & Services

«»  Dashboard

i Library

O+  Credentials

i Oauth consent screen
Domain verification

S Page usage agreements

Click CREATE CREDENTIALS and from the dropdown menu, choose OAuth Client ID
and select Web application:

+ CREATE CREDENTIALS @ DELETE

APl key
Identifies your project using a simple API key to check quota and access.

OAuth client ID
Requests user consent so that your app can access the user's data.

Service account
Enables server-to-server, app-level authentication using robot accounts

Help me choose
Asks a few guestions to help you decide which type of credential to use

Fill appropriate information accordingly, paying most details to fields:

e Name (required) - Internal name for credentials (will not be displayed to
users

e Authorized JavaScript origins (required) - Address of your Essentials MDM
Server machine, in format: ‘https:/?emm.yourcompony.comi It has to match
authorized top level domain in the configured OAuth consent screen.

e Authorized redirect URIs (required) - Return address used during zero-
touch enroliment. It has format:
https://emm.yourcompany.com/ui/devices/enroliment/zeroTouch. It has
to match authorized top level domain in the configured OAuth consent
screen.
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A client 1D is used to identify a single app to Google's OAuth servers. If your app runs on
multiple platforms, each will need its own client ID. See Setting up OAuth 2.0 for more
information.

Application type *
Web application -

Learn more about OAuth client types

Name *
Web client 3

The name of your OAuth 2.0 client. This name is only used to identify the client in the
console and will not be shown to end users.

The domains of the URIs you add below will be automatically added to
your OAuth consent screen as authorised domains.

Authorised JavaScript origins @

For use with requests from a browser

~+ ADD URI

Authorised redirect URIs @

For use with requests from a web server

=+ ADD URI

CREATE CANCEL

When configured, click CREATE at the bottom on the page. You will see a
confirmation box with your client ID and your client secret.

OAuth client created

The client ID and secret can always be accessed from Credentials in APIs &
Services

o OAuth is limited to 100 sensitive scope logins until the OAuth
consent screen is published. This may require a verification
process that can take several days

Your Client ID
711782125315-k1bSrcnop29gan6o28c28hleqs719rbt.apps.gc 1@

Your Client Secret
kbaTenhrzx-04tCJJwdQgLt L}

oK

Download your credentials by clicking Download JSON button next to credentials
that you have just configured.

OAuth 2.0 Client IDs

D MName Creation date -Jf Type Client 1D
[0 webclient3 12 May 2020 web 711782125315-k1b5. . . s} V| E
application
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2.4 Add Credentials to your Essentials MDM Server machine

The final step to integrating zero-touch with your Essentials MDM Server machine
is adding the credentials from the previous step to your server machine. In order
to do so, first log in to your Essentials MDM Server via SSH to user with root
privileges. Once authorized edit this file with editor of your choice, e.g.:

[root@famoc-app []# nano [var/www/aplikacje/config.php

In the file, please find section that begins with: '/*--BEGIN CUSTOM GLOBAL--*/" and
add the content of the downloaded file accordingly:

[*--BEGIN CUSTOM GLOBAL--*/
$cons_zt_json="CONTENT_OF__JSON_CREDENTIALS _FILE’;
/*--END CUSTOM GLOBAL--*/

Save the file and close the SSH session. Your Essentials MDM Server is all set and
your administrators may start using benefits of zero-touch integration.

3- Adding zero-touch account to Essentials MDM organization

In order to start adding zero-touch devices to your Essentials MDM organization,
you need to add your company zero-touch account to your Essentials MDM
organization. You can do that using our bulk enrollment wizard in the devices view.
When you logged in as administrator to your organization, go to the DEVICES tab,

then hover over the + icon and choose Bulk enroliment.

‘techﬁtep Monitoring Devices v Users Applications ~ Configurations Policies ~ Advanced

v+ Q_ search

Enroll a device
Phone Enroliment Device Last Created Last User

tion IMEI . .
Bulk enroliment number method mode contact on modification photc
D Create entry (enroll later)  in BYOD mode 2023-03-08 2023-03-08 2023-03-08
weor. e Jde) 14.26:44 13:52:31 14:26:42
O Sﬁ‘gg:‘;ﬁ;’:’ Added in BYOD mode 2023-03-08  2023-03-08
o, (QR code) 13:48:37 13:49:37
O Sg‘;g‘;g’;?ﬂi”" Added in BYOD mode 2023-03-08  2023-03-08
¥ (QR code) 13:48:09 13:48:09
XCov..
O Sﬁ‘;?;:';ﬁgi”’ Added in BYOD mode 2023-03-08  2023-03-08
¥ (QR code) 13:25:33 13:25:33

XCov...
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And then select Android zero-touch method:

Your session wil sxpirs in 105 minutes.

techﬁtep Monitoring Devices Users applications nfiguratior

EULE ENROUMENT

Bulk enroliment options

Automated enroliment
x_x
re
enroll ¢ resot davices in MOM during octivation and get users
ing quicky
Choose the method:
Apple DEP Android Zero-Touch Samsung KME
~
SAMSUNG

To add new zero-touch integration, use Start now button. It will open a modal that
will guide you through the authorization process. Choose Authorize Google:

Zero-touch integration

Sig}l in Select account Additional settings Select devices Confirm

Sign in to the zero-touch enrollment portal.

You will be asked to allow MDM Essentials to manage Android zero-touch devices and EMM configurations of your organization.

Authorize Google

Log in with your zero-touch administrator account and grant appropriate
permissions to Essentials MDM:

Grant fancyfon.com
permission

Manage Android zero-touch
enrolment devices and EMM
configurations for your

organisation

Deny Allow
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Once successfully authorized, Essentials MDM will be able to manage your zero-
touch integration. From the dropdown list choose the desired zero-touch account
to integrate with (if your administrator account is connected with more than one
company at zero-touch console). Then choose the default user of the devices at
Essentials MDM and assign Device Groups. You can also decide if you wish to
demand credentials from user for enroliment. There is also a possibility to enroll
devices in BYOD mode (in that mode only Work Profile part of the device is

managed by the Essentials MDM administrator.
Zero-touch integration

[ O

Sign in Select account Additional settings Selectdevices

Select zero-touch account to be integrated with MDM Essentials

Accountname

Techstep Lab

Confirm

Admin email ®

Default user of imported devices

Rodriguez Ricardo (ricardo.rodriguez@techstep.io)

Enroliment method

Corporate-owned device with work
profile (WPC)

Shared device

Fully managed device (COBO)

Dedicated device (COSU)

Authentication method @

No authentication | User credentials | | Enrollment code

Device groups
Select group

On the next screen, provide your company details that will be presented to the user,

during the device enrollment process:
Zero-touch integration

@ @ O
)
Signin Select account Additional settings Select devices Confirm
Techstep AS FIER@
This device is managed
Techstep AS hos configured this
Support phone numkber device to be fully managed. If you
+472317235 bellve this [s an error, please contact
4723172350 ‘ them through the following means:
Y. +4723172350
Support email address (@ support@techstepdemc.com
support@techstepdemao.com Message from Techstep AS
Essentials
Additional information Device Information
Essentials
Back
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Finally, select the device that you want to import to Essentials. You can select
required devices manually or choose Autoimport option that will periodically (30
min interval) synchronize new devices from zero-touch to Essentials MDM. If you
wish to demand user authorization for enrollment for a specific device select option
Require credentials.

The device can be in one of the 3 states, based on it's zero-touch configuration

assignment:

1. UNASSIGNED - the device has no zero-touch configuration (and will receive
one if selected, or if autoimport is chosen)

2. CURRENT - the device has current zero-touch configuration assigned (and
will not receive a new configuration during synchronizations)

3. OTHER - the device has already assigned a different EMM zero-touch
configuration. By default it will not receive new zero-touch profile during
autoimport. To override other EMM profile you must select the required
devices on this step.

Zero-touch integration x
L D
Signin Select account Additional settings Select devices Confirm
Select the devices to import or let MDM Essentials auto-import all unassigned devices
you have devices assigned to other EMM configurations, you must select them manually to import them

“~IMEI Device vendor Serial number Authentication method  Enroll into WPC mode Enroll into COSU Enroll into Shared devi... Status
O ez 5 pefautt - » » »
mE 9 pefout - » » »
o w4« 7 potout - » » »
O ses 2 perout e » »

Once you've selected your configuration, click Synchronize to add the devices to
your Essentials MDM account. It will redirect you to the summary screen.

Zero-touch integration

® @ @ @ O

Signin Select account Additional settings Select devices Confirm
Make sure synchronization details are correct and proceed by clicking Synchronize button

Devicesto import: 0
Devices to detach: L]
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@

What do you want to do next?

Add many devices Go to the device list Go to settings

Q ieR

Go to the Zero-Touch portal in your browser and log in to your account
(https://partner.android.com/zerotouch). Go to the tab: Devices. You'll see your
organization's devices.

= ZzeroTouch Devices

Fancyfon
Search for devices using IMEI, MEID or Serial Number
#  Configurations
*0 Devices SEARCH
search Selectidentifer

B manage People

an Resellers
- Devices (Total: 6)

JB  send feedback

IME|/ Serial Number Configuration Unregister
No config UNREGISTER
No config UNREGISTER
No config UNREGISTER
No config UNREGISTER
No config UNREGISTER
Barents Company S UNREGISTER

© 2018 Google | Terms of Service

The Available devices provides you with information: number of successfully
imported devices | number of selected devices. In case of any problems with
import go and see system log for more details.

Once the synchronization is complete - you're all set! The devices will enroll to
Essentials MDM once turned on.
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