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1 Essentials MDM & GDPR 

The General Data Protection Regulation (GDPR) imposes additional obligations on 
data protection for organizations that process and store personal data. In order to 
comply with new regulations, you should also analyse risks connected with mobile 
data security. Organizations that manage their mobile devices with Techstep 
Essentials MDM have all the tools they need to achieve security required by the new 
law at hand. Note that the GDPR gives guidelines not detailed instructions. At the end 
of the day, it is up to the administrator to decide which security measures are 
sufficient to meet organization needs. 
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2 Mobile data access control 

Access to data stored on a mobile device can be protected in multiple ways. The 
basic security can be achieved by imposing a lock code: Techstep Essentials MDM 
system enforces the lock code through a configuration, which you can later add to 
the policy. This way the organization can be certain that mobile devices enrolled in 
Techstep Essentials MDM require lock code.  
 
Device lock is a default setting and also a component of a default policy in Techstep 
Essentials MDM. Lock code can be enforced using every policy in the organization. 
 
To enforce lock code go to policy details tab and add lock code configuration on 
Policy components tab. 

 

 

 
Lock code requirements can be changed by editing the configurations for a given 
platform on Configurations tab. 
i.e. for the Android platform: ‘Require 4 chars lock code on Android’. 
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Another method to enhance data security on a mobile device is by internal storage 
encryption. Devices that launched with Android 6.0 and higher or with iOS 10 have a 
built-in internal storage encryption. However, to fully protect data stored on a mobile 
device, it is recommended to enforce the lock code as an additional way to encrypt 
your data.  
 
All devices with Android previous to the version 6.0 have to go through the process of 
enforcing an internal storage encryption. During that process the lock code needs to 
be set up.  
 
Encryption can be enforced by selecting a checkbox in a security policy:  
 
Policies > Change settings > Encryption policy and then select ‘Internal storage 
encryption’.  
 

 
Each policy change needs to be refreshed to be applied. 
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3 Separation of the corporate and private data 

3.1 Android devices 
With Techstep Essentials MDM, corporate data can be separated from private data 
using containerization. The container solution is available with Android Enterprise 
work profile (all Android 7.0 devices and higher). 
 
Two key elements to prevent data leakage using container solutions are blocking 
data transfer (copy - paste) between the company’s and private environments and 
blocking access to given applications (such as calendar or contacts). 
 
Settings can be changed or blocked in the policy of the company’s profile:  
Policies > Change settings > Work profile restrictions 
 
3.2 Apple devices 
 
 
With iOS devices, company’s data is separated from private by default if the 
Techstep Essentials MDM profile is installed on the device. In addition, company’s 
data access can be restricted in a way that only corporate applications managed 
by Essentials MDM can be installed on the device (Supervised mode only). For 
example, an attachment downloaded from company’s mail account can be opened 
only by an application that has been approved by the security department. Access 
to business contacts can also be limited in the same way.  
 
In order to achieve this, parameters below should be changed: 

 
- ‘Do not allow to share managed documents using AirDrop’ to ‘No’  
- ‘Do not allow to share data from unmanaged apps‘ to ‘No’ 
-  ‘Do not allow to share data from managed apps’ to ‘No’ 
 
These parameters can be found in Policies > Change settings > Application 
restrictions. 
  

 
  



Techstep Essentials MDM  

  8 

4 Access to company resources for devices in the field 

Data stored on devices used in the field also require protection. You need to keep in 
mind, that mobile devices enable access to company’s network and its resources. In 
order to safely access the corporate network, it is advised to integrate with Techstep 
Essentials VPN network gateway, which is based on IPsec IKEv2 protocol.  
 
Techstep Essentials MDM helps you decide, which applications should use VPN 
connection (Per-app VPN). It can also force the use of VPN by the whole device or 
only by the container (business-related part of the device).  

4.1 Android devices 

On Android devices, you need to install Strongswan VPN using the Techstep 
Essentials EMM. The Strongswan configuration can be found in:  
 
Configurations > Add new > Android > VPN > Strongswan VPN. 
 

 
 
In this configuration you can decide which applications should require VPN 
connection. If VPN connection is to be used for the whole device,  use the 
configuration in the general default policy.  If you want to apply it to the container, 
then it has to be set up as a component of a BYOD / WPC policy.  
 

4.2 Apple devices 

On Apple devices we use native VPN client, which can be configured in the Apple VPN 
configuration which can be found in: 
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Configurations > Add new > Apple > iOS, iPadOS or macOS > VPN. 
 
“Use Per-App VPN” allows you to define applications and list of domains for Safari 
browser that will require VPN connection.  
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5 Access to corporate resources 

5.1 Access to corporate resources within its Wi-Fi 

With the integration of the Techstep Essentials MDM system and the corporate 
network infrastructure, the company can have an additional control over devices 
that try to connect to internal network. Only devices that are managed and secure 
are allowed to access company’s network. The compliance verification is possible 
with Essentials MDM acting as External Compliance Checker integrated with CISCO 
ISE or Extreme Networks. 

5.2 Secure access to corporate email 

Techstep Essentials Exchange ActiveSync Proxy grants access to corporate email 
servers to managed, secured and Essentials MDM-compliant devices only. This way 
the company can be certain, that no external device will access company’s email. If 
anyone from the outside attempts to do it, the Essentials MDM system administrator 
will be notified about such an incident.  
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6 Data leakage prevention 
In case of the device theft or loss, the employee should report this to the IT 
administrator in the company. Devices that are managed and secured by Techstep 
Essentials MDM do not pose a threat of data leakage. The administrator can 
remotely locate stolen or lost device and, if necessary, send a command to wipe the 
device or selectively wipe corporate data only.  

6.1 Wipe device 

Data on the device can be deleted remotely by sending a ‘wipe’ command. It can be 
done from the list of the devices tab: Management > Devices > device details > Select 
action 
 

• ‘Wipe device’, to erase all data on the device  
• ‘Enterprise wipe’, to delete corporate data (container) 

 

6.2 Locate stolen or lost device 

6.2.1 Android devices 

The device should have a location module installed: Policies > Change settings > 
General settings > Enable location services 
 
If the managed device has the location module installed and gets stolen or lost, the 
Essentials MDM system administrator can locate the device. It can be done by 
accessing the list of the devices tab:  
Management > Devices > device details > send a command > Get current location. 
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6.2.2 Apple devices 

In order to locate stolen or lost Apple device, it has to be set into a ‘lost mode’ - from 
this moment on, it can be located.  
 
You can set a device into a lost mode (Supervised mode only) by accessing the list 
of the devices tab: Management > Devices > Device details > Select action > Enable 
Lost mode 
 
And then: 
 
Management > Devices > Device details > Select action > Get current location. 
 
When the lost mode is on, the device is locked for the end user, until it’s unlocked by 
the Essentials MDM administrator.   
 

6.3 Automatic data removal 

Internal storage of the device can be wiped in case of  the device being stolen or lost 
without any additional actions on the side of the administrator. The Essentials MDM 
policy can be set to automatically wipe the device in the event of the SIM card 
removal or change.  
 
In addition, company’s data can be automatically deleted when the security is 
compromised on iOS (Jailbreak) or on Android (root).  
 
Policies > Change settings > Wipe policy  
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6.4 An overview of operations in the web console 

All operations in the Essentials MDM system performed by the administrator or 
generated by the system based on the preferences are saved and available in the 
operation log. Log view allows verification the type of operation, who activated it, and 
when was it done and what’s its status. To open the list of operations, go to the tab 
log: Devices > Log.  
 

 

6.5 An overview of user permissions 

Each user that can log into the Techstep Essentials MDM system has permissions 
granted by the IT administrator  of the company. These permissions can give a 
potential access to private data. In an easy way, you can review the permissions 
assigned to a given user in the Essentials MDM system.  
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To display a report for each user, go to: Advanced > Reports > User activity > User 
privileges 
 

 
 

 

 
 
 

 

 

 


