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What is Knox Mobile Enroliment (KME)?

xxxxxxxxxxx

Knox Mobile Enroliment is the quickest and most automated way to enroll a large
number of Samsung devices to your Essentials console for corporate use. After
adding your device to the dedicated KME platform, it will automatically attempt to
complete integration with MDM platform until enrollment finishes with success.
After the device wipe, KME will also start automatic re-enrollment process.

For more information visit Samsung KME page
https://www.samsungknox.com/en/solutions/it-solutions/knox-mobile-enroliment

Requirements for KME

To use Knox Mobile Enroliment, you need:

e A Samsung Knox account.

¢ Samsung Knox devices running Knox version 2.6 or higher.

o [ON-PREMISE] The correct firewall exceptions needed to extend beyond your local
and protected network domain and securely connect to the Knox Mobile Enrollment
server.

e AKME supported browser (Google Chrome, Microsoft Edge, Mozilla Firefox).

For more information go to:
https://docs.samsungknox.com/admin/knox-mobile-enroliment/get-started/before-

you-begin/
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KME process overview and workflow

Enterprise IT admins purchase devices from carriers, resellers, or distributors and
provide their unique customer IDs. The devices are validated for correctness by
their sellers in KME, and shipped to end users who open the box and boot their
device.

Enterprise IT Admin | Reseller/Carrier

‘Q)\

Knox Mobile Knox Reseller
Enrollment Portal | — @ Portal
{KME) kff‘:‘J (RP)
r S Database

==

Refer to the following describing the KME process flow activities within the
illustration above:
1. AnIT Admin and Reseller/Carrier create accounts in KME and RP respectively.
They then exchange their IDs within KME using the Customer ID and Reseller ID.
2. The Enterprise IT Admin purchases devices from their Reseller/Carrier.
3. The Reseller uploads the list of purchased device IDs to the Reseller Portal.
4. The device ID list is shared between the Reseller Portal and KME.
5. TheIT Admin is notified by email that their Reseller/Carrier has uploaded their
devices.
6. The IT Admin approves the device upload. Approvals can be made
automatically for trusted Resellers/Carriers.
7. TheIT Admin configures the devices by assigning them to a MDM profile and
optionally adding username/password information to each device. Devices can
be automatically assigned to a profile.
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How to add devices to KME portal

Go to http://www.samsungknox.com/en and sign in to your account.

Sign in to your account

Use your Samsung account or SSO credentials to sign in to Samsung Knox
Admin Portal.

SIGN IN WITH S50
( SIGN IN WITH SAMSUNG ACCOUNT >

One account. Any device. Just foryou.
Signin to get started.

Remember my ID

Find ID

Create account

G Sign in with Google

e Sign in with QR code

After entering the data, you will log into the KME administrator portal.
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Next you should click on Knox Mobile Enroliment button to see KME console.
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1- Device purchased from official reseller

When a device is purchased from a reseller, the reseller can automatically upload
the device to your KME account. The uploaded devices display within the DEVICES >
Uploads page.
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The Resellers screen displays a list of resellers, their corresponding reseller ID,
default enroliment profile and upload approval preference. Each reseller displays
as a link that can be selected to edit that reseller's profile and approval
preferences.

More information on link below:
https://docs.samsungknox.com/admin/knox-mobile-enroliment/get-
started/tour-the-console/#resellers

2- Adding device to KME manually using KNOX Deployment APP without
official reseller

Knox Deployment App that can be downloaded from Google Play Store
This section describes the screen flow navigation for a typical enroliment using the
Knox Deployment App.
1. Select SIGN IN once the Knox Deployment App launches on the
device.
2. NOTE — If the Knox Deployment App is already running on the device,
the initial screen does not display, and the application displays the
sign in screen.

samsuns
Knox beployment

QUICK DEPLOYMENT FOR SAMSUNG PHONES
AND TABLETS

SIGN IN

3. Enter the Knox Portal Username and Password to login into the Knox
Deployment App.

4. Select Remember me to display and utilize the username in
subsequent Knox Deployment App logins.

5. NOTE —If you encounter difficulty logging in to the Knox Deployment
App, ensure you have either a valid Knox Portal account with privileges
for KME. If that is not the issue, select Forgot your email or password?
for assistance retrieving your login credentials. Select SIGN IN to
proceed with the device login.
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KNOX DEPLOYMENT

WELCOME

v

Profile

Deployment mode

KNOX DEPLOYMENT

Profile
Deployment mode

GoT I Wi-Fi for deployed devices

START DEPLOYMENT

Once you have successfully logged into the Knox Deployment App, a WELCOME
screen displays providing first-time options for profile selection and deployment

mode.

NOTE — Once the Knox Deployment App profile selection and configuration mode
are set, the selected options display within their respective fields, the START
DEPLOYMENT option enables, and the Welcome portion of screen no longer

displays in subsequent logins.

Select a profile to apply specific device settings to a master/admin device using to

enroll end user devices.

To select a configuration profile using the Knox Deployment App:
1- Select Tap here to select a profile from the Welcome screen to display
a list of profile selection options.

W 12:45PM

KNOX DEPLOYMENT

Profile

Deployment mode
Tap here to select Bluetooth or NFC
Wi-Fi for deployed devices

Select a Wi-Fi network for deployed devices to use

2- Optionally filter whether All profiles are listed for potential selection or
just Knox Configure or Knox Mobile Enrollment defined profiles.
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3- If there are no profiles available, a profile requires creation using the
Knox Mobile Enroliment. Described in Creating profile in Essentials
MDM

< SELECT PROFILE Q < SELECT PROFILE Q i
All profiles ¥ All profiles +

Profile1-Name

Profile2-With-A-Really-Long-Name-It-Is-
Like-Really-Really-Super-Long

Profile3-Name No profiles found

You can reg
Profile4-Name sam

ster profiles at
knox.com

Profile5-Name

4- Select a listed profile. Once selected, the profile displays upon
subsequent logins. The profile is now ready for Bluetooth, NFC, or Wi-
Fi Direct deployment mode selection as described in the sections that
follow.

0 12:45PM B 12:45PM

KNOX DEPLOYMENT : KNOX DEPLOYMENT

Profile
Knox M

Deployment mode Deployment mode

Bluetooth: Duration set for 30 minutes, accept NEC

Wi-Fi for deployed devices Wi-Fi for deployed devices
NetwOrk1-office NetwOrk1-office
START DEPLOYMENT START DEPLOYMENT

After beaming enrolment information, go to Devices -> All Devices tab, where a new
record has been created. You can check enrolment method by hovering cursor on
the submitted date.

Essentials MDM and Knox Mobile Enrollment integration

Log in to your Essentials MDM account and choose one of two possibilities.

1. Go to Settings -> Android -> Samsung KME and press Bulk Enroliment
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techstep Monitoring Devices v Users Applications v Configurations Policies v Advanced £ &nRicardo Rodriquez ¥ 830

Yours  Profile

Settings
Devices count by platform

] Logout

_ o

Hit

Details Managed Google Play Account

Unenroll

Users & authentication .
Administrator: techstepessentials@gmailcom

Apple
Android Android Zero-Touch
Notifications
Number of devices o/o
Groups

Samsung KME

Number of devices o/o

s | Bulk Enroliment

Samsung E-FOTA Ac

E-FOTA lets you control how and when to update firmware on Samsung devices.

2. Or using second method from device tab
Click on the DEVICES tab, then hover over + icon and choose Bulk enroliment,
and Samsung KME.

tECthep Monitoring Devices v Users Applications v Configurations Policies v Advanced

v+ Q, search

Enroll a device

i MEI Phone Enrollment Device Last Created Last User
stion
Bulk enroliment number method maode contact on maeadification photc
Create entry (enroll later)  in BYOD mode 2023-03-08 2023-03-08 2023-03-08
U, -3 | BEE BHED 14:26:44 13:52:31 14:26:42
XCowv...
Samsung SM- B
Added in BYOD mode 2023-03-08 2023-03-08
fgiz Gatlaxy (QR code) BYOD QR 13:49:37 13:48:37

samsung SM- - ied in BYOD mode

2023-03-08  2023-03-08
ggiz Galaxy (R code) BIZDE3 572D 13:25:33 13:25:33

O 0O 0O O

samsung SM- .

Added in BYOD mode 2023-03-08 2023-03-08
G525 Galaxy (QR code) BYOD QR BYOD 134809 134809 @
XCow... o o
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techf‘,tep Monitoring Devices v Users Applications v Configurations Policies v Advanced Q“ & Ricardo Rodri.. ~ 8300

Your session will expire in 106 rinutes
DEVICES | BULK ENROLIMENT

Bulk enrollment options

Automated enroliment

. x
&
Enroll new and factory reset devices in MDM during activation and get users
up and running quickly.

Key benefits:

* Out of the box enroliment
* Restrict MDM removal

+ simplified setup

Choose the method:

Apple DEP Android Zero-Touch Samsung KME

s

[ - SAMSUNG

The Apple Device Enrollment Program allows you to automatically enroll Andiroid zero-touch allows you to seamlessly setup and deploy corporate~ The Knox Mobile Enroliment enables you to enroll multiple Samsung devices
and configure i0S devices owned by your organization owned Android devices. in an MDM without having to manually configure each device.

KME configuration in Essentials MDM (Device Owner)

Each method from the previous section will open a short configurator (Press
Start Now)

Launch KME X
Create an MDM Profile Add devices Upload devices to MDM  Upload devices to KME
Essentials

Sign in to Knox Mobile Enroliment Portal.

1. Launch Knox Mobile Enrollment console and select "Profiles” from the left side menu.
2. Click "Create Profile’ and select ANDROID ENTERPRISE.

3. Provide the profile name, description (optionally) and choose "MDM Essentials’ from the
MDM list.

4. Add link to MDM Essentials APK:
https: //fm.techdemo.no/kme/index. ph,u/ DePfZ4nMbG8GwWzORXE0IKUIYIWsr82a B

5. Paste MDM Server URL:
fm.techdemo.no B

Go to Samsung KME portal

Show legacy options

1- Sign in to Knox Mobile Enroliment Portal with your Samsung Account
credentials.

My K

Use your Samsung Account or SSO credentials to sign in to Samsung Knox.

( SIGN IN WITH A SAMSUNG ACCOUNT )( SIGN IN WITH SsO )
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One account. Any device. Just foryou.
Sign in to get started.

() Remember my ID

Eind ID

Create account

Sign in with Google

@

e Sign inwith QR code

2- Go to Profiles, click Create Profile and select type - ANDROID
ENTERPRISE from the profile types.

Select profile type

Create a new profile by selecting one of the profile types.
Learn more about different profile types.

’ )

ANDROID ENTERPRISE ANDROID ENTERPRISE

(ADVANCED)
For fully mgnaged devices. Create Create a work profile with
a work profile on company-owned advanced features on company-
devices. owned devices. You need a Knox

Suite license to use advanced
features.

Click here if you want to create a profile for Android Legacy (Device Admin) devices
running Android 10 or lower.
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3- Enter the Profile Name, (Description is optional). Choose Techstep
Essentials MDM (FAMOC manage) under “Pick your EMM”.

Paste EMM Server URI using copy button:

om/ g

Example format for URI: XXX.XXXXXX.xxx/

4- Add link to FAMOC (Essentials MDM) APK using copy button:

160Q g

Example format for APK link:
https:/ /xxx.xxxxxx.xxx/kme/index.ohp/S4hShnevBYtvhmWafrheFsSmX1k6yL6Q

Android enterprise profile details

Define your profile details. Contact your EMM for information.

BASIC INFORMATION

Profile Name *
i Essentials MDM Profile

Description
ANDROID ENTERPRISE

0/200
EMM INFORMATION

Refer to the for more information on how to
configure your EMM APK.

Pick your EMM *

Techstep Essentials MDM (FAMOC manage)

EMM agent APK* @

https://play.google.c gingApp?identifi @
[7J This EMM APK is Locally hosted on an intranet server. @

EMM server URI @

example.essentials.com|

5- [OPTIONAL] To enroll device with user credentials or bootstrap code in
Device Owner from KME, administrator is obligated to provide custom
JSON data in MDM profile. JSON should look like:

techStep 12


https://xxx.xxxxxx.xxx/kme/index.php/S4hShnevBYtvhmWafrheFsSmX1k6yL6Q

KME — KNOX Mobile Enrollment Guide

{"enroliment_type™"credentials, bootstrap_code"}

Valid enrollment_type values:
“credentials”
"bootstrap_code”
“credentials, bootstrap_code”

If custom JSON data will be not provided by administrator, device will be enrolled
silently, or both enrollment options (credentials, bootstrap code) will be
displayed to the user if there is no CSV record for this device.

If you wish to require the user to provide credentials or enroliment code during
the process you also have to add to JSON one of the following values.

JSON that should be passed to the KME portal should contain a ‘webview_key'
parameter when selecting one of the WebView options (credentials or

enrollment code).

e.g. When selecting the authentication method: user credentials and enroliment
method: fully managed, JSON should look like that:

{"provisioning_mode""do", "web _view _key""GENERATED _WEB_VIEW _KEY"}.

For WPC devices and WebView option selected:

{"provisioning_mode""wp", "web _view_key""GENERATED _WEB_VIEW _KEY"}

For COSU devices and WebView option selected:

{"provisioning_mode""cosu’", "web_view_key""GENERATED _WEB_VIEW _KEY"}
"WebView key" will be generated and shown on the Samsung KME integration

modal.

Android enterprise profile settings

Set MDM configuration and device settings.

MDM CONFIGURATION

Custom JSON Data (as defined by MDM) @

0/2000

Root/intermediate certificate @

UPLOAD CERTIFICATE FILE

Dual DAR &
[C) Enable Dual DAR

QR code for enrollment &

Generate a QR code to enroll devices with this profile during out-of-box gesture enrollment.

ADD A QR CODE

@  nstructions for creating an MDM profile

DEVICE SETTINGS

System applications
Disable system applications

O Leave all system apps enabled

Privacy Policy, EULAs and Terms of Service

Add any End User License Agreements, Terms of Service, or other user agreements that

users must acknowledge before using the device. The is

always shown Essentlals MDM wil manage and manftor
a he following

this device usin
ADD LEGAL AGREEMENT
APP

Company Name * @

‘ Essentials MDM

Enrollment screens < Accept & continue

Change settings for optional enrellment screens.

EDIT

6- Press Next and go to Devices -> All Devices on Samsung KME portal

and download devices as CSV.
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Devices

DEVICES (78) UPLOADS (44) BULK ACTIONS

Configure devices
AlL 25 device(s) on this page selected. Select all 78 device(s)?
Delete devices
IMEI / MEID SERIAL NUMBER MODEL ¥ USERID

TAGS Y SUBMITTED | PROFILE T Download devices as CSV

7- Drop your CSV or choose a file from local storage.
8- Choose Default user or Device Groups for imported devices. Select
Authentication method and Enroliment method (remember to add

appropriate values to the JSON configuration on KME portal) and
press Next.

Launch KME x
Create an MDM Profile Add devices Upload devicesto MDM  Upload devices to KME

Essentials

Authentication method

No authentication

User credentials |

Enroliment code

Go to 'Devices  on KME Portal, choose 'ALL DEVICES, select all devices and choose "Action’ -
‘Download devices as CSV.

o

Drop your csv
Defaultuser ofimported devices
User Techstep (techstep) -
Device groups
Select group
Corporate-owned .
Fully managed e —— Dedicated device Shared device
device (COBO Cosu BETA
( ) profile (WPC) ( ) =8

Back Next

9- List of successfully imported devices will be shown:

Launch KME X
@
Create an MDM Profile Add devices Upload devices toMDM  Upload devices to KME

Essentials

©

Successfully imported devices to system

Available devices: 0 [ 0

10- Press Next and click on Download device list button.
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Launch KME x
Create an MDM Profile Add devices Upload devices to MDM  Upload devices to KME
Essentials

Selected enrollment method requires changing the configuration in MDM CONFIGURATION
section to:
{'provisioning_mode”"do’} 8

Go back to "My Selutions - Knox Mobile Enroliment - Devices” tab in Samsung KME portal,
select "Bulk Actions™ - "Assign user credentials and profile” and browse a csv file downloaded
below.

Download device list Go to Samsung KME portal

11- Go back to Samsung KME portal, select Bulk Actions -> Assign user
credentials and profile and upload a CSV file downloaded from
Essentials MDM.

Assign user credentials and profile

Upload device list with user (Optional) Configure profiles and tags

credentials :
You can assign profile now to all devices included in .csv file or

All devices must pre-exist in the Knox Mobile Enrollment device assign profile later from All devices screen.
inventory.

Modify the MDM profile of selected devices
Maximum 10,000 devices per upload

Select .csv file * Keep current profiles

SELECT Tags

Overwrite existing tags

12- Additional popup will apreat if Bulk Configuration was submitted
correctly.

@) Updated device(s)
Today, 12:53 Knox Maobile Enrollment

Updated usert(s) for 1 device(s).

DOWNLOAD DETAILS

13- Go back to Essentials MDM and press close

techStep 15



KME — KNOX Mobile Enrollment Guide

©

You're all set. The enrollment process will start automatically the first time a user starts a device and connects to the Internet.

Available devices: 1 /1

What do you want to do next?

Add many devices Go to the device list Go to settings

Q e

14- Choose the option “Go to device list” to see newly imported list.

techfjtep Monitoring Devices v Users Applications + Configurations Policies ~ Advanced
List
v, + Q, search
. Locations irollment Device Last Created Last User
Model Description | v . User
nethod mode contact on modification photo

After the device wipe or its initial setup, the device will enroll to Essentials MDM
automatically.

User actions on device

1- For out of box enrollment, turn on your device and connect to the Internet.

2- When you receive a prompt to Enroll with Knox, tap Continue.

3- Read the SECURITY STATEMENT and the Knox PRIVACY POLICY and tap | agree to
all of the above; tap Next.

?I':IEOWX‘MObiIe Enrolliment
Updating... :
Choose a Wi-Fi O |

Updating Knox Enrolment Service...100% L
- 1
o .
network & ]
L L r J 1 L 1

This phone will be enrolled with

=  FF Developer Fancyfon

= 17230c

= FF Guest
=5  FF Office
% FF Other

=,  FFTest EAP-TLS

Turn off Wi-Fi Support

< Next

< NEXT >
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Your credentials are validated and your device is enrolled in your organization’s
enterprise IT environment.

=l g 1Mo @d e =alg

Knox Mobile Enrollment Enrolling...

Samsung Knox Privacy Policy =
Samsung will use your personal data when

you use Knox. See the Samsung Knox Privacy
Palicy for details Downloading apps (2/2)..100%

Downloading MDM...100%
Finishing up...0%

Authenticating your information...100%

< NEXT >

Feall 89% 0

14:50 Fri 28 June Q %
00 O + +

® Google Play Store 14:4%

Google Play Protect is turned on
This feature protects your device from harmful apps

FAMOC 14:49
FAMOC
FAMOC is configured

FAMOC 14:49
FAMOC policies sync in progress

B Google Play Store 1449 ~

Complete setup by installing apps
Get the most out of your device

P Android system Transferring media files viaUSB ~

Allow access to phone data? % Settings Cable charging (41 m until fully charged) ~

Notification settings Clear

The connected device will be able to access
data on this phone.

Deny
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