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T  Whatis Cisco Umbrella

Cisco Umbrella is a network solution that monitors network traffic at the DNS level. All network
traffic from a managed device can pass through the Umbrella engines and there it is analyzed
whether it is free for malware, phishing etc. Cisco Umbrella uses the Internet infrastructure to
block access to dangerous places on the network and prevents connection being established,
ensuring security regardless of the customer's location. Umbrella redirects DNS queries from our
devices to a secure DNS service that updates the knowledge about the network state in real time.
To use Cisco Umbrella protection on your iOS and iPadOS devices, you need to configure the
dedicated Cisco Security Connector application and install it on the selected devices. The entire

process of preparing the application to run is described in the following paragraphs.

2 Adding Cisco Security Connector to FAMOC

Cisco Security Connector can be added to FAMOC manage just like any other application. Simply
go to the APPLICATIONS tab and click + button to add a new app.

MONITORING  DEVICES v  USERS | APPLICATIONS »  CONFIGURATIONS  ADVANCED

Add application

Then select the platform - Apple. Select the option to add an application from the iOS Apple Store.
Add an application from iOS Apple Store

A

Enter Cisco Security Connector in the search field, select the appropriate application from the list,
and click Next.
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Add application

Add an application from iOS Apple Store
Search
cisco connector
Search is performed in store for organization's country

Cisco Security Connector

) Description:
1.5.3, Cisco

This application requires licenses for Cisco Clarity and/or Cisco

owned iOS devices running in superv...

Platforms:

i0s13.2
i0S13.3
i0513.4

Back

Select platform Upload or search Assign Corp store Installation policy Confirmation

More v

Umbrella. Cisco Security Connector is a new endpoint security solution
providing unprecedented visibility and protection for organization-

More v

Then continue with the steps up to the confirmation screen.

Add application

Verify the app’s details below. If everything is correct, click the button down below to create the app with selected options and settings

Name: Cisco Security Connector
Version: 15.3

Application groups: VPN

Platforms: i0513.2,i0513.3,i05134...
v Available to everyone in the Corp store: No
Selected user groups (Corp store): None

Selected device groups (Corp store)l:  None
Install automatically: No
Upgrade automatically: No

VPP App assignment method: Device

Select platform Upload or search Assign Corp store Installation policy Confirmation

Back Create application

2.1 Cisco Security Connector configuration in FAMOC manage

To properly configure the Cisco Security Connector application, it is necessary to create an .xml

file containing device serial numbers and Cisco Umbrella account settings.
To do this, log in to your Umbrella account as an administrator.

Then follow the instructions provided at the link below

https://docs.umbrella.com/deployment-umbrella/docs/generic-mdm
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Follow the first three steps in the provided instructions and download the generic .xml file. Now
all you have to do is upload the downloaded file to the configuration in FAMOC manage.

To do this, go to the CONFIGURATIONS tab, then click the plus icon in the upper left corner to add
a new configuration.

;AMOC MONITORING  DEVICES~  USERS  APPLICATIONS~ | CONFIGURATIONS  ADVANCED
M A N A GE

Type

Select Apple Platform, then i0S, iPadOS. Select the configuration type - Security and the
configuration named Cisco Umbrella iOS Settings.

New configuration X

&——O©
Platform Configuration type Configuration Basic data Corp store Installation policy Summary
parameters
Select the type of the configuration you want to add
Configuration types from category: e Security
(® Cisco Umbrella iOS settings
Back Next

In the next step, upload the previously prepared .xml file by clicking on the Value item. The
variable in the file will be automatically completed based on the variables contained in FAMOC

manage.
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New configuration X

Platform Configuration type Configuration Basic data Corp store Installation policy Summary
parameters

Set the desired parameters for the configuration

(Configuration type: Cisco Umbrelia i0S settings|

All parameters
Search

Upload Cisco Umbrella configuration file

Back Next

Then go through the steps until the confirmation screen.

New configuration X

L @ @ o @ @ O
Platform Configuration type Configuration Basic data Corp store Installation policy Summary
parameters

All done! Check the correctness of the data. If everything is correct, you can create a new configuration

Configuration name: i0S Cisco
Configuration type: Cisco Umbrella iOS settings
Platforms: 05 15.0, iPadOS 15.0,i0514.7...

Available to everyone in the Corp store: No

P T P S S bt

The new configuration has been successfully created. Choose what you want to do next.

Go to configuration list Edit created configuration Create another
configuration

When the configuration is ready, it can be sent out to the managed devices independently to app
Cisco Security Connector but it can be added to the Cisco Security Connector application to
make the process easier. Go back to the APPLICATIONS tab and go to the Cisco Security
Connector application.

FAMO_C MONITORING  DEVICES=  USERS | APPLICATIONS+  CONFIGURATIONS  ADVANCED
M A N A GE

] ] o ; - s
V4 -+ Cisco security Connector « Your session will expire in 89 minutes. A 8 = HH {_L( -

lcon Name Version Platforms Store type Source Created on

D Cisco Security Connector 1.53 i05 15.0, iPad05 15.0,... Apple App Store Link 2 months ago

Then go to the Configurations tab, select the configuration method - Predefined and click the gear
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icon to select the appropriate configuration.

Source Dow|

- q httpg
Cisco Security Connector [ i ]

Secu
153
APPLE APP STORE

Configurations
Choose configuration method Configure app using predefined configuration o

Predefined configuration -

Search by name for the previously created configuration and click Apply.

Action box
Select action Select configuration Confirm
Assign a predefined configuration Cisco Umbrella iOS settings Assign a predefined configuration
™ Quick actions v Cisco Anyconnect Orion cert Narme:
# Editapps v Cisco Anyconnect Orion login+pass Cisco Umbrella iOS settings

Cisco Umbrella dla i0s

i0S Cisco

Cancel

From now on, the configuration will be automatically applied to the devices during the installation
of the application.
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If the process was successful, after installing the Cisco Security Connector application on the

device, the Umbrella protection will be active. After entering the application, the message

Protected by Umbrella will be displayed.

0113 Tue 31 Aug = S5%m )

Protected by Umbrella

Clarity Not Configured

ROAMING SECURITY.

& Protected by Umbrella

ENDPOINT VIS
Clarity
Pv4 Status Protected
PV6 Status Protected
G te Diag!
oOrgID 6220957
Device ID A0005D4B7500C1AC

Device Label Mike's iPad Secured by FAMOC manage (GG8XTJ.
Notifications Disabled
WiFi SSID

WiFi BSSID
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